Cloudeflare Mobile
App

e How to Add New DNS Record?

e How to Change Browser Cache TTL?

e How to Change Caching level?

e How to Change Encryption Mode ?

e How to Change SSL/TLS Recommender ?

e How to Change TLS Latest Version ?

e How to Change TLS Minimum Version ?

e How to Check DNS Record ?

e How to Check SSL/TSL Edge Certificates?

e How to Check Websites ?

e How to Create cloudflare websites ?

e How to Delete DNS Record?

e How to Disable Universal SSL ?

e How to Edit DNS Record?

e How to Enable And Disable Always Online Mode?

e How to Enable and Disable Automatic HTTPS Rewrites ?
e How to Enable And Disable Development Mode?

e How to Enable and Disable Enforce Web Security ?
e How to Enable and Disable Opportunistic Encryption ?
e How to Enable and Disable Under Attack Mode ?

e How to Enable HSTS?

e How to Navigate Cloudflare Home ?

e How to Navigate on Setting in Cloudflare?



e How to Navigate SSL/TLS on a Dashboard ?

e How to purge Cache?



How to Add New DNS
Record?

A DNS (Domain Name System) record is a type of data that is stored in a DNS server and
used to map domain names to IP addresses. It is important to carefully enter the required
information for your DNS record and to consult your hosting provider or domain registrar for
specific instructions if needed.

How to create Cloudflare Integration

Tutorial :

You can watch the Video or Continue reading the post.
https://www.youtube.com/embed/sIbDfICSPGY
Follow the steps below to Add New DNS records.

Navigate to the DNS Dashboard (Use this link to view How to

Navigate)

1. Click on the "Add Record" button.
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2. Enter the required fields and click on the create button.
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3. Click on the "Add Record" button.
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You can see Record Added Successfully.
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Looking for web app Instructions?

Available at https://kb.cloudpanzer.com/books/web-portal/page/how-to-add-new-

dns-record
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How to Change Browser
Cache TTL?

Browser cache Time To Live (TTL) is the length of time that a web browser should store and
use a cache of a webpage before checking for updates or refreshing the cache. This helps to
speed up the loading of webpages, as the browser can retrieve resources from the cache
rather than fetching them from the server again.

How to create Cloudflare Integration

Tutorial :

You can watch the Video or Continue reading the post.

https://www.youtube.com/embed/ZQryAadKBmM

Follow the steps below to Change Browser Cache TTL.

Navigate to the Setting (Use this link to view How to Navigate
).

Select the new Browser Cache TTL and Click on the "Submit Browser" button.
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Here, you can see cache purging successfully.
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Looking for mobile app Instructions?
Available at https://kb.cloudpanzer.com/books/web-portal/page/how-to-change-

browser-cache-ttl
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How to Change Caching
level?

Caching level refers to the different levels at which caching can be implemented in a system
or application. Caching is a technigue used to store frequently accessed data in a temporary
storage location (such as memory or a disk) so that it can be quickly retrieved later. There
are various levels at which caching can be implemented, including client-side caching,
server-side caching, and network caching.

How to create Cloudflare Integration

Tutorial :

You can watch the Video or Continue reading the post.

https://www.youtube.com/embed/LWIzPPS5H-M

Follow the steps below to Change Caching level.

Navigate to the Setting (Use this link to view How to Navigate
).

Select caching level and click here "Submit Cache Level".
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Here, you can see Caching level Changed successfully.

Looking for web app Instructions?

Available at https://kb.cloudpanzer.com/books/web-portal/page/how-to-change-

caching-level
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How to Change Encryption
Mode 7

Encryption is a security measure that helps protect data from unauthorized access. It
converts plaintext data into a coded form that can only be accessed by someone with the
correct decryption key. There are various encryption modes that can be used to secure data,
each with its own set of advantages and disadvantages.

How to create Cloudflare Integration

Tutorial :

You can watch the Video or Continue reading the post.

https://www.youtube.com/embed/1cRUOXsXLoE
Follow the steps to Change the Encryption Mode.

Navigate to the SSL/TLS of Cloudflare (Use this link to view

How to Navigate).

Select the new encryption mode and Click on the "Save" Button.
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Here, you can see Encryption Mode changed successfully.

Looking for web app Instructions?
Available at https://kb.cloudpanzer.com/books/web-portal/page/how-to-change-

encryption-mode
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How to Change SSL/TLS
Recommender ?

How to create Cloudflare Integration

Tutorial :
You can watch the Video or Continue reading the post.

https://www.youtube.com/embed/Pwh6diTvPYk

Follow the steps to Change the Recommender.

Navigate to the SSL/TLS of Cloudflare (Use this link to view
How to Navigate).

Enable Recommender :

Click on the Switch button.
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Here, you can see the recommender changed successfully.
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Here, you can see the recommender changed successfully.


https://kb.cloudpanzer.com/uploads/images/gallery/2022-12/51oDOgniiMkCAHJz-image.png

<  SSL/TLS

Save Changeas

SS5L/TLS Recommender

To check if your wabsite can use a more secure
SEL/TLS mode, enable the S5L/TLS
Recommender. Receive an cmail with Cloudflare’s
recormmendation.

SSL/TLS Edge Certificates W

* testaccaunt.live,
testaccount.live

activa

Type: universal

TL5 1.3

Enable the latest version of the TLS protocol for
improwved security and performance.

O

Mimimm Tl 5 Varsinm

Looking for web app Instructions?
Available at https://kb.cloudpanzer.com/books/web-portal/page/how-to-change-

ssltls-recommender
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How to Change TLS Latest
Version 7

Transport Layer Security (TLS) is a widely used protocol for securing communication over the
internet. It is designed to prevent eavesdropping, tampering, and message forgery, and is
used in a variety of applications, including email, web browsing, and online transactions.

How to create Cloudflare Integration

Tutorial :

You can watch the Video or Continue reading the post.

https://www.youtube.com/embed/25 -EILV g

Follow the steps to Change to the TLS Latest Version.
Navigate to the SSL/TLS of Cloudflare (Use this link to view
How to Navigate).

Disable TLS Latest Version :

Click on the Switch button.
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Here, you can see latest TLS version is disabled successfully.


https://kb.cloudpanzer.com/uploads/images/gallery/2022-12/OBsMX785ZkTNA4bl-image.png

& SSLITLS

certificats on the server

Save Changas

S5L/TLS Recommender

Tor check if your website can Use a more secire
SEL/TLS made, enable the S5LJTLS
Recommaonder. Recaive an email with Cloudflare’s
recormmendation.

SSL/TLS Edge Certificates W

* testaccountlive,
activa
testaccount.live

Type: universal

TL5 1.3

Enable the latest version of the TLE protocol for
improved security and performance.

Enable TLS Latest Version :
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Here, you can see latest TLS version is disabled successfully.
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Looking for web app Instructions?
Available at https://kb.cloudpanzer.com/books/web-portal/page/how-to-change-tls-

latest-version
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How to Change TLS
Minimum Version ?

Transport Layer Security (TLS) is a cryptographic protocol that provides secure
communication over networks, including the internet. It is used to encrypt data transmission
and authenticate the identity of the server and client. The minimum TLS version is the lowest
version of the protocol that a server or client will accept for secure communication.

How to create Cloudflare Integration

Tutorial :

You can watch the Video or Continue reading the post.

https://www.youtube.com/embed/EMg2T-1H36E
Follow the steps to Change to the TLS Minimum Version.

Navigate to the SSL/TLS of Cloudflare (Use this link to view

How to Navigate).

Select the new version and Click on the "Save" button.
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Here, you can see minimum TLS version is changed successfully.
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Looking for web app Instructions?
Available at https://kb.cloudpanzer.com/books/web-portal/page/how-to-change-tls-

minimume-version
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How to Check DNS Record ?

DNS, or Domain Name System, is an essential part of the internet that translates domain
names into IP addresses. When you type a website's address into your web browser, the DNS
server converts the domain name into the corresponding IP address, allowing your device to
connect to the correct website.

How to create Cloudflare Integration

Tutorial :

You can watch the Video or Continue reading the post.
https://www.youtube.com/embed/iLA9acE4D]4
Follow the steps below to Check DNS records.

Navigate to the Cloudflare Dashboard (Use this link to view

How to Navigate)

1. Click on the Websites.


https://www.youtube.com/embed/iLA9acE4DJ4
https://kb.cloudpanzer.com/books/mobile-app/page/how-to-create-cloudflare-integration-in-cloudpanzer
https://kb.cloudpanzer.com/books/mobile-app/page/how-to-create-server
https://kb.cloudpanzer.com/books/mobile-app/page/how-to-navigate-cloudflare-home
https://kb.cloudpanzer.com/books/mobile-app/page/how-to-navigate-cloudflare-home

CLOUDSANIESR

8 Acsounts

&) Websites

2. Select a Website.
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3. Click on the DNS Records button.
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Here, you can see Records.
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Looking for web app Instructions?

Available at https://kb.cloudpanzer.com/books/web-portal/page/how-to-check-dns-

record
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How to Check SSL/TSL Edge
Certificates?

An SSL/TLS certificate is a digital certificate that is used to establish a secure connection
between a server and a client. The certificate contains information about the identity of the
server and the organization that operates it, as well as a public key that is used to encrypt
the communication between the server and the client.jyygjygj

How to create Cloudflare Integration

Tutorial :

You can watch the Video or Continue reading the post.

https://www.youtube.com/embed/ojlT1V16788

Follow the steps to Check SSL/TSL Edge Certificates.

Navigate to the SSL/TLS of Cloudflare (Use this link to view

How to Navigate).

Click on the certificate.


https://www.youtube.com/embed/ojIT1V16788
https://kb.cloudpanzer.com/books/mobile-app/page/how-to-create-cloudflare-integration-in-cloudpanzer
https://kb.cloudpanzer.com/books/mobile-app/page/how-to-create-server
https://kb.cloudpanzer.com/books/mobile-app/page/how-to-navigate-ssltls-on-a-dashboard
https://kb.cloudpanzer.com/books/mobile-app/page/how-to-navigate-ssltls-on-a-dashboard

& SSLITLS

S5L/TLS Recommender

To check if your website can use a more securs
SEL/TLS made, enable the S51LJTLS
Recommender, Racaive an email with Claudflare’s
recommandation,

SSL/TLS Edge Certificates W

* testaccount.live, /

testaccount.live

aetive

Type:! universal

TL5 1.3

Enable the latest wersion of the TLE protocol for
improved security and poerformanceo.

C.

Minimum TLS Version

Cnly allow HTTRS connections from visitors that
support the selected TLS protocol version or
NEWET.

Here, you can see view SSL/TLS Edge certificates.


https://kb.cloudpanzer.com/uploads/images/gallery/2022-12/6jEuMLQhTYgYi2pq-image.png

&« Certificate Detail

Review Universal Certificate for:
*testaccountlive testaccountlive

The certificates in the pack listed below are managed
and auto-renewsd by Cloudflare

Certificate:

Expiration: Tus, Jun 20 - 1549 PM

Certificate Validity Feriod ; 1 year

Ceortificate Validation Method @ txt

Looking for web app Instructions?
Available at https://kb.cloudpanzer.com/books/web-portal/page/how-to-check-ssltsl-

edge-certificates


https://kb.cloudpanzer.com/uploads/images/gallery/2023-01/xsM0cbzJccupUQnP-image.png
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https://kb.cloudpanzer.com/books/web-portal/page/how-to-check-ssltsl-edge-certificates

How to Check Websites ?

Ensuring that a website is mobile-friendly is essential in today's digital age, where the
majority of internet usage occurs on mobile devices.

Tutorial :

You can watch the Video or Continue reading the post.

https://www.youtube.com/embed/OtECc7Gkw_A

Follow the steps below to check Cloudflare Websites.
Navigate to the Cloudflare Dashboard (Use this link to view How to Navigate)

Click on the "Websites" button.


https://www.youtube.com/embed/0tECc7Gkw_A
https://kb.cloudpanzer.com/books/mobile-app/page/how-to-navigate-cloudflare-home

CLOUDSANIESR

89 Acsounts

£9 Websites f

Here, you can see the websites List Successfully.


https://kb.cloudpanzer.com/uploads/images/gallery/2022-12/4sdBy577ceEzxPTx-image.png

&« Websites

& Search.

testaccount.live Aotive
‘s Account

Wad, Mar 30 - 140 PM

=+ Create Website
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How to Create cloudflare
websites ?

Cloudflare is a cloud-based service that helps improve the security and performance of your
website. It offers a range of features including DDoS protection, content delivery network
(CDN) services, and website optimization tools.

Follow the steps below to check Cloudflare Websites.

Navigate to the Website Dashboard (Use this link to view How to Navigate)

https://www.youtube.com/embed/qHF2UhlsC4c

Click on the "Create Website" button.


https://kb.cloudpanzer.com/books/mobile-app/page/how-to-check-websites
https://www.youtube.com/embed/qHF2UhlsC4c

&« Websites

&, Search.

testaccount.boats Active

cfigvtestaccountlive

Mo, Jan 16 - 7:47 AR

4+ Create Website

Select the account, enter a website name and Click on the "Add site" button.


https://kb.cloudpanzer.com/uploads/images/gallery/2023-01/dFrqjKai9UFQmFsJ-image.png

<« Add Site

Select Account \ {:&
Enter Site name : ‘/

Enter your site (example.com):

Add Site

The Website creates a successful.


https://kb.cloudpanzer.com/uploads/images/gallery/2022-12/QWUCNb5ysJPRFXIX-image.png

<« Websites

& Search.

demoaccount.live

cli@testaccountlive

Tua, Jan 17 - G:44 AM

testaccount.boats Active

cliptestaccountlive

Marn, Jan 16 - 747 AM

=+ Create Website
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How to Delete DNS Record?

Deleting a DNS record is a simple process that can be accomplished by logging in to the
account where you manage your DNS records, locating the DNS record you want to delete,
and clicking the delete or remove button. Just be sure to save your changes and allow for
sufficient time for the DNS changes to propagate.

How to create Cloudflare Integration

Tutorial :

You can watch the Video or Continue reading the post.

https://www.youtube.com/embed/wohneWFKz5A

Follow the steps below to Edit DNS records.

Navigate to the DNS Dashboard (Use this link to view How to

Navigate)

1. Click on the delete icon.


https://www.youtube.com/embed/wohneWFKz5A
https://kb.cloudpanzer.com/books/mobile-app/page/how-to-create-cloudflare-integration-in-cloudpanzer
https://kb.cloudpanzer.com/books/mobile-app/page/how-to-create-server
https://kb.cloudpanzer.com/books/mobile-app/page/how-to-check-dns-record
https://kb.cloudpanzer.com/books/mobile-app/page/how-to-check-dns-record

Type -

Q¢ Search ONS Records.

Type: A Proxied: false TTL: 1

Content:”’

& Edit W Delate

Type: & Proxied: false  THR

Content:

E Edit M Delsts
e R A L PN N
Content: '~

<+ AddRecord
Type: & Proxied: false TTL

FaP e Tl e Rl Ra P e

2. Click on the "Delete" button,


https://kb.cloudpanzer.com/uploads/images/gallery/2022-12/ISq51P4WpBrl8b7z-image.png

&« Delete

/% Are you sure you want to delete
this Record

You can see the record is deleted Successfully.
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Q  Search ONS Records..

Type: A Proxied: falzse TTL: 1

Content:

 Edit Tl

Type: & Proxied: false TTL: 1

Content: 't

E Edit

Type: & Proxied: false TTL:1

Caontent:

Looking for web Instructions?

Available at https://kb.cloudpanzer.com/books/web-portal/page/how-to-delete-dns-

record


https://kb.cloudpanzer.com/uploads/images/gallery/2022-12/WxCudexGZjNiAL2A-image.png
https://kb.cloudpanzer.com/books/web-portal/page/how-to-delete-dns-record
https://kb.cloudpanzer.com/books/web-portal/page/how-to-delete-dns-record




How to Disable Universal
SSL ?

If you are using CloudPanzer and have enabled Universal SSL, you may occasionally
encounter a "Universal SSL Pending" message when accessing your website. This message
indicates that the SSL certificate for your website is in the process of being issued or
renewed.

Tutorial :

You can watch the Video or Continue reading the post.
https://www.youtube.com/embed/EGGTpprNDhU
Follow the steps to Disable Universal SSL.

Navigate to the SSL/TLS of Cloudflare (Use this link to view

How to Navigate).

Disable Universal SSL:

Click on the "Disable Universal SSL" button.


https://www.youtube.com/embed/EGGTpprNDhU
https://kb.cloudpanzer.com/books/mobile-app/page/how-to-navigate-ssltls-on-a-dashboard
https://kb.cloudpanzer.com/books/mobile-app/page/how-to-navigate-ssltls-on-a-dashboard

<  SSL/TLS

G Ll b
Max-Apge: select
Include subdomains: On
Preload: On

Enable HSTS

Enfarce web security policy for your
website,

Autornatic HTTPS Rewrites helps fix mixed
content by changing "htte” o "https” for all
rescurces or links on vour web site that can nhe
servad with HTTFS

| @

Dizable Universal S5L

Disabling Univarsal 350 ramoveas any currently
active Universal 351 certificates for your zone
from the edge and provents any future Universal
5L certificates from being ordered. If there are
no dedicated certificates or custom certificates
uploaded for the domain, visitors will ke unabkle
1o access the domain ower HI TIPS

Disable Universal S5L

Confirm and Click the "Confirm" button.


https://kb.cloudpanzer.com/uploads/images/gallery/2022-12/x2WCovmwrC14nrgt-image.png

“« Acknowledgement

By disabling Universal S50, vou undarstand that the
following Cloudflars settings and preferences will
result in visitors being uneble ta visit your domain
unless you have uploaded a custom certificate or
purchased a dedicated certificate.

s HETS

® Always Laze HTTFS

& Cipportunistic Encryption

* Ay Page Rules redirecting traffic to HTTRS

Sirnilarly, ary HTTP redirect to HTTPS at the origin
while the Cloudflare proxy iz enabled will result in
users being unable to visit your site without a valid
certificate at Cloudtlare’s edgs,

Il you do not have a valid custom or dedicated
cartificate at Cloudflare’s edge and are unzure if any
of the above Cloudflare settings aro enabled, ar if

ary HTTR redirects cxist at vour origin, wo advise
leaving Universal S50 enabled for vour domain.

|:] | Understand \

Cancal Canfirm

Here, you can see universal SSL was disabled successfully.

Looking for Web Instructions?
Available at https://kb.cloudpanzer.com/books/web-portal/page/how-to-disable-

universal-ssl-pending


https://kb.cloudpanzer.com/uploads/images/gallery/2022-12/tHFTEokscejewnGZ-image.png
https://kb.cloudpanzer.com/books/web-portal/page/how-to-disable-universal-ssl
https://kb.cloudpanzer.com/books/web-portal/page/how-to-disable-universal-ssl

How to Edit DNS Record?

Editing a DNS record can be a useful way to manage your domain name and website.

How to create Cloudflare Integration

Tutorial :
You can watch the Video or Continue reading the post.
https://www.youtube.com/embed/jf we-SXQHU

Follow the steps below to Edit DNS records.

Navigate to the DNS Dashboard (Use this link to view How to

Navigate)

1. Click on the Edit icon.


https://www.youtube.com/embed/jf_we-SXQHU
https://kb.cloudpanzer.com/books/mobile-app/page/how-to-create-cloudflare-integration-in-cloudpanzer
https://kb.cloudpanzer.com/books/mobile-app/page/how-to-create-server
https://kb.cloudpanzer.com/books/mobile-app/page/how-to-check-dns-record
https://kb.cloudpanzer.com/books/mobile-app/page/how-to-check-dns-record
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Type -

[ Q, Eecarch DNS Records.. J

JI"I!.I ve

Type: &  Proxied: rue TTL:1

Content:

' Edit W Delats

Type: A Proxied: false  TTL: 1

Content: '

B Edit ] Delets

-
€

Type: & Proxied: false TTL:1

Content: !

' Edit W Celeto

+ AddRecord
Type: & Proxied: talse TTL

2. After Changes Click on the "Save" button.


https://kb.cloudpanzer.com/uploads/images/gallery/2022-12/GLxHr9nMrHr2BGip-image.png

Add Record

anazomtest.testaccount.boats puint s to
20012712454 and has its traffic proxied
through Cleudflare.

Type

huta
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IPvd address (required)

Prowy Statusz

@ Prowied

You can see information is updated Successfully.
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Type -

Q. Search OMS Records..

Type: A Proxied: falze  TTL:1
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& Edit W Delets
Type: & Frodied: gisc 1ILD )
Content: "5

 Edit M Delets

Type: A Proxied: falze  TTL: 1

Content:

& Edit W Delete

4+ Add Record
Type: & FProxied: false TTL

Looking for web Instructions?
Available at https://kb.cloudpanzer.com/books/web-portal/page/how-to-edit-dns-

record


https://kb.cloudpanzer.com/uploads/images/gallery/2022-12/vI8IRYWhWCEL3ABn-image.png
https://kb.cloudpanzer.com/books/web-portal/page/how-to-edit-dns-record
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How to Enable And Disable
Always Online Mode?

Online mode refers to a state in which a device or system is connected to the internet and
able to communicate with other devices or systems over the internet. This is in contrast to
offline mode, in which a device or system is not connected to the internet and is unable to
communicate with other devices or systems over the internet.

How to create Cloudflare Integration

Tutorial :
You can watch the Video or Continue reading the post.

https://www.youtube.com/embed/Qxx0pw2etHE

Follow the steps below to Enable And Disable Always Online
Mode.

Navigate to the Setting (Use this link to view How to Navigate

).

Enable Always Online Mode :

Click on the switch button.


https://kb.cloudpanzer.com/books/mobile-app/page/how-to-create-cloudflare-integration-in-cloudpanzer
https://kb.cloudpanzer.com/books/mobile-app/page/how-to-create-server
https://www.youtube.com/embed/Qxx0pw2etHE
https://kb.cloudpanzer.com/books/mobile-app/page/how-to-navigate-on-setting-in-cloudflare

&« Settings

CACNINE Can spesd Up page [oad time

{J)  Ne query String
() lgnore Query String

{3 Standard

Submit Cache Level

Always Online™
Keop vour websito enline for visitors when your
ctigin server is unavailable, Always Cnline sarves
limited copies of web pages to users instead of
arrors when your ssrver is unreachakle.

el ‘-
An updated version of Always Online usas the
Internet Archive's Wayback Machine to serve
more comprehensive snapshots than what were
previously available, Updating this Service will
share seme of your website's infarmation with the
Internat Archive in order ta make this feature
functional. By updating this Service, you agres to
the Supplemental Terms for Always Gnline,

Here, you can see Always Online Mode Enabled successfully.


https://kb.cloudpanzer.com/uploads/images/gallery/2022-12/Z2WbFNALMbxOShRJ-image.png

&« Settings

CACNING CAn Speed Up RAREe [ad Tme

() Mo guery String
D lgnore Query String

()  standard

Submit Cache Level

Always Online™

Kaop your website enling for visitors when your
atigin servar s unavailable, Always Chline sarves
limited copies of web pages to users instead of
errors when your server is unreachakle

O

An updated version of Always Onling usas the
Imternet Archive's Wayvback Machine to serve
mote cormprehensive snapshaots than what were
previously available, Updating this Service will
share seme of vour website's infarmation with the
Internat Archive in order ta make this featurs
functional By updating this Service, you agres to
the Supplamental Terms for Always Gnling,

Disable Always Online Mode :

Click on the switch button.


https://kb.cloudpanzer.com/uploads/images/gallery/2022-12/3UbagQdXEyMPCwW1-image.png

<« Settings

CACNINEG Can spesd Up page [oad tirme

{3 Ne query String
() lgnore Query String

() standard

Submit Cache Level

Always Online™

Keop your websito enline for visitors when your
ctigin server is unavailable, Always Cnline sarves
limited copies of web pages to users instead of
errors when your server is unreachable.

© <

An updated version of Always Online uses the
Internet Archive's Wayback Machine to serve
more comprehensive snapshots than what were
previously available, Updating this Service will
share seme of your websita's infarmation with the
Internat Archive in order ta make thiz feature
functional. By updating this Service, you agres to
the Supplemental Terms for Always Online,

Here, you can see Always Online Mode Disable successfully.


https://kb.cloudpanzer.com/uploads/images/gallery/2022-12/1y0h1eyLdElJcdsi-image.png

<« Settings

{0} Necguery String
O lgnore Query String

() Standard

Submit Cache Level

Always Online™
Koop vour wobsite anling far visitors whan yvour
arigin server is unavailable. Always Cnline serves

lirnited copies of web pages to users instead of
arrars when your server is unreachakble

(L
Anupdated varsion of Always Onling usas the
Internat Archive's Wayvback Machine to serve
more comprehensive snapshots than what wers
previously available, Updating this Service will
share some of your website's infarmation with the
Internat Archive in order to malke thiz feature
functional By upaating this Service, you agres to
the Supnlemental Terms for Always Online,

Looking for Web Instructions?
Available at https://kb.cloudpanzer.com/books/web-portal/page/how-to-enable-and-

disable-always-online-mode


https://kb.cloudpanzer.com/uploads/images/gallery/2022-12/h39tTOwPz5L8Rj77-image.png
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How to Enable and Disable
Automatic HTTPS Rewrites ?

Automatic HTTPS Rewrites is a feature that allows a web server to automatically redirect

HTTP traffic to HTTPS, the secure version of the HTTP protocol. This is important because

HTTPS provides an encrypted connection between a client (such as a web browser) and a
server, which helps to protect sensitive data such as passwords, credit card numbers, and
other personal information from being intercepted by third parties.

How to create Cloudflare Integration

Tutorial :

You can watch the Video or Continue reading the post.

https://www.youtube.com/embed/y2hhf3MRCvc

Follow the steps to Change the Encryption Mode.

Navigate to the SSL/TLS of Cloudflare (Use this link to view
How to Navigate).

scroll down and click on the switch button to enable/disable the Automatic HTTPS Rewrites


https://www.youtube.com/embed/y2hhf3MRCvc
https://kb.cloudpanzer.com/books/mobile-app/page/how-to-create-cloudflare-integration-in-cloudpanzer
https://kb.cloudpanzer.com/books/mobile-app/page/how-to-create-server
https://kb.cloudpanzer.com/books/mobile-app/page/how-to-navigate-ssltls-on-a-dashboard
https://kb.cloudpanzer.com/books/mobile-app/page/how-to-navigate-ssltls-on-a-dashboard

HTTP Strict Transport Security (HSTS)

Enfarce weh security policy for yvour website,

Status: On
Include subdomains: On
Prelcad: On

Enable HSTS

Enforce web security policy for your

website.

Automatic HI TPS Rewrites helps fix mixed
content by changing "hitp” 1o “https” for all
resources or links on your web site that can be
served with HTTPS.

Disable Universal S5L

Dizabling Universal 851 removes any currently
active Universal 551 certificates for your zong
from the edge and prevents any future Universal
S5L certificates from being ordered. If there are
no dedicated certificates or custam cartificatos
uploaded for the domain, visitors will be unakble
to access the domain over HTTPS.

Looking for web app Instructions?
Available at https://kb.cloudpanzer.com/books/web-portal/page/how-to-enable-and-

disable-automatic-https-rewrites


https://kb.cloudpanzer.com/uploads/images/gallery/2023-01/FUEnmGi7dHj68Pcx-image.png
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https://kb.cloudpanzer.com/books/web-portal/page/how-to-enable-and-disable-automatic-https-rewrites




How to Enable And Disable
Development Mode?

Development mode is a term that can refer to a variety of different things depending on the
context in which it is used. In general, development mode refers to a state or configuration in
which a system, device, or application is being developed, tested, or debugged.

How to create Cloudflare Integration

Tutorial :

You can watch the Video or Continue reading the post.

https://www.youtube.com/embed/XsMs1tOpOqY

Follow the steps below to Enable And Disable Development Mode.

Navigate to the Setting (Use this link to view How to Navigate

).

Enable Development Mode :

Click on the switch button.


https://www.youtube.com/embed/XsMs1tOpOqY
https://kb.cloudpanzer.com/books/mobile-app/page/how-to-create-cloudflare-integration-in-cloudpanzer
https://kb.cloudpanzer.com/books/mobile-app/page/how-to-create-server
https://kb.cloudpanzer.com/books/mobile-app/page/how-to-navigate-on-setting-in-cloudflare

Settings

Cevelopment Mode

Tempararily bypass our cache allowing vou to see
chanpes your arigin sarver in raallime.

Enabling the featura can significantly
increase origin server load. Developmeant
mode docs not purge the cache so files
will need ta be purged aftar
development mode expiras.

Furge Cache

Cleor cache fles 1o force Cloudflare to fetch a
fresh warsion of those files from your wab server.
You can purge files selactively or all &t ancea

Purga Everything

Py Purging the cache may temporarily
degrada performancea for your wabsite
and incresse load on yaur arigin.

Caching Level

Lo 1 L L L

Here, you can see Development Mode Enabled successfully.
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&« Settings

Development Mode

Ternporarily bypass our cachs alowing you to see
changes your arigin ssrver in realtirme.

@

& Enakling the teaturs can significantly
increase origin sarver lead. Doveloprmant

mode does not purgs the cache so files
will nesd to be purged after
development mode expires.

Purge Cache

Clear cache files to farce Cloudflere to fetch a
fresh version of those files from your web server.

You can purge files selectively or sl al once.

Purge Evarything

ﬁ Purging the cache may temperarily
degrade performance for your welsite
and increase load an your arigin.

Caching Level

Disable Development Mode :

Click on the switch button.
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<« Settings

Development Mode
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O

& Enakling the teaturs can significantly
increage origin sarver load. Developrmant
mode does not purge the cache so files
will nesd to be purgsd atter

development mode expires,

Furge Cache

Clear cache files to fores Cloudflare to fetch 8
fresh version of those files fram your web server.

fou can purge files sslectively or sl at once.

& Purging the cache may tarmpotarily
degrade performance for your welsite
and increase load on your arigin.

Caching Level

Here, you can see Development Mode Disable successfully.
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increase origin sarver lead. Developrmant
mode does not purge the cache so files
will nesd to be purgsd atter
developmant mode expires.

Purge Cache

Clear cache files to fores Cloudflare to fetch a
fresh version of those files from your web server.

You can purge files selectively or sll at ance.

& Purging the cache may termpoararily
degrade performance for your welsite
and increase load an your arigin,

Caching Level
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Looking for Web Instructions?

Available at https://kb.cloudpanzer.com/books/web-portal/page/how-to-enable-and-

disable-development-mode
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How to Enable and Disable
Enforce Web Security 7

Enforcing web security is a crucial aspect of developing and maintaining a Cloudpanzer. By
enabling web security, you can prevent malicious attacks and ensure that your app is safe
for users. On the other hand, disabling web security can be necessary for testing and
debugging purposes.

Tutorial :

You can watch the Video or Continue reading the post.

https://www.youtube.com/embed/Zedv7_tdVSs

Follow the steps to Enable and Disable Enforce Web Security.

Navigate to the SSL/TLS of Cloudflare (Use this link to view

How to Navigate).

Disable Enforce Web Security :

Click on the Switch button.


https://www.youtube.com/embed/Zedv7_tdVSs
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&  SSL/TLS

Status: On

Maw-Age soloct

Include subdamains: On
Praload: On

Ehable H5TS

Enforce web security policy for your
website.

Autormatic HTTPS Rewritas halps fix mived
contant by changing "hittp” te "hitps” for all
rescurces or links on vour web site that can bo
served with HTTRS.

okl

Disakle Universal S5L

Oisabling Universal 350 remowes any currently
active Universal 551 certificates for your zone
from the edge and prevents any future niversal
Sal certificates from being ordered. IF there are
no dediceted certificetes or custom certificates
uploaded far the domain, visitors will ke unable
to access the domain over HTTRS.

Dizable Univarsal S5

Here, you can see Enforce web security disabled successfully.
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& SSLITLS

Status: On

Maw-Age soloct

Include subdamains: On
Praload: On

Enable HSTS

Enforce web security policy for your
website.

Automatic HTTPS Rewritas halps fix mived
contant by changing "http” te "https” for al
resources ar links on your web site that can bz
served with HTTRE.

Disabkle Universal S5L

Disabling Universal 350 remowves any currently
active Universal 550 certificates for your zones
from the edge and prevents any future Universal
Sal certificates from being ordered. If there are
no dediceted certificatas or custom certificates
uploaded far the domain, visitors will ke uneble
to access Lthe domain over HTTRS

Disable Univarsal S50

Enable Enforce Web Security :

Click on the Switch button.
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Status: On

Max-Age solect

Include subdomaing: On
Preload: On

Enable HSTS

Enforce web security policy for your
website.

Autormatic HTTPS Rewritas halps fis mived
contant by changing *http” te "hitps” for all
rescurces or links on your web site that can bo
served with HTTFA.

y

Disakle Universal 55L

Oisabling Universal 350 removes any currently
active Universal 551 certificates for your zons
from the edge and prevents any future Universal
S5l certificates from being ordered. IF there are
no dediceted certificetes or custom certificates
uploadsd for the domain, visitors will be unable
1o acoess Lhe domain over HTTRS.

Dizable Univarsal S50

Here, you can see Opportunistic Encryption is enabled successfully.
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Enable HSTS

Enforce web security policy for your
website.

Autormatic HTTPS Rewritas halps fix mived
contant by changing "hittp” te "hitps” for all
rescurcas or links on your web site that can be
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How to Enable and Disable
Opportunistic Encryption 7

Opportunistic encryption is a method of encrypting data transmission that occurs
automatically whenever two systems communicate with each other over a network. It is used
to secure data transmitted between systems without requiring any additional configuration
or setup by the user.

How to create Cloudflare Integration

Tutorial :

You can watch the Video or Continue reading the post.

https://www.youtube.com/embed/EaaxWo0sRKk

Follow the steps to Enable and Disable Opportunistic Encryption.
Navigate to the SSL/TLS of Cloudflare (Use this link to view
How to Navigate).

Disable Opportunistic Encryption :

Click on the Switch button.
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Here, you can see Opportunistic Encryption is disabled successfully.
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Enable Opportunistic Encryption :

Click on the Switch button.
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Here, you can see Opportunistic Encryption is enabled successfully.
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Looking for web app Instructions?
Available at https://kb.cloudpanzer.com/books/web-portal/page/how-to-enable-and-

disable-opportunistic-encryption
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How to Enable and Disable
Under Attack Mode ?

Under Attack, the mode is a feature provided by Cloudflare that helps protect your website
from various types of cyber threats, such as DDoS attacks, brute force attempts, and others.
In this mode, Cloudflare will present a JavaScript challenge to visitors of your website, which
will help filter out malicious traffic and ensure that only legitimate users can access your site.

How to create Cloudflare Integration

Tutorial :

You can watch the Video or Continue reading the post.

https://www.youtube.com/embed/w7dshsFP_Z8

Follow the steps below to Enable and Disable Under Attack Mode.

Navigate to the Home Page of CloudFlare(Follow these Steps).

Click on the "Websites" button.
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Click on the "Security" button.
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Enable Under Attack Mode :

Click on the Switch Button.
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Under Attack Mode

Show wisitors a JavaScriot challenge when visiting
your site

Here, You can see Under attack mode is enabled successfully.
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Disable Under Attack Mode :

Click on the Switch Button.
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&« Security
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Select a new security level and click on the "Save" button.
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Here, You can see Under the attack mode is disabled successfully.
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Looking for Web Instructions?
Available at https://kb.cloudpanzer.com/books/web-portal/page/how-to-enable-and-

disable-under-attack-mode
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How to Enable HSTS?

HTTP Strict Transport Security (HSTS) is a security mechanism that helps protect against
attacks such as man-in-the-middle attacks by enforcing the use of secure connections
(HTTPS) for a website or web portal. Enabling HSTS can help improve the security of your
website and enhance the privacy of your users.

How to create Cloudflare Integration

Tutorial :

You can watch the Video or Continue reading the post.

https://www.youtube.com/embed/UNpwQ70-CaQ

Follow the steps to Enable HSTS.

Navigate to the SSL/TLS of Cloudflare (Use this link to view

How to Navigate).

Click on the "Enable HSTS" button.
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Click on the "understand" button and click on the "Next" button.
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Click on the "Save" button.
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Here, you can see HSTS is enabled successfully.

Looking for web app Instructions?

Available at https://kb.cloudpanzer.com/books/web-portal/page/how-to-enable-

hstspending
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How to Navigate Cloudflare
Home ?

Follow the steps below to Navigate Cloudflare Homer.

1: Click on the icon.
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All Servers

Create Server
Q. Search Server.
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Miciosctt Azure
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2: Click on the Cloudflare card.
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3. Select integration account.
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Here, you can see Cloudflare's home.
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Looking for web app Instructions?

Available at
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How to Navigate on Setting
in Cloudflare?

Cloudflare is a web performance and security company that offers a range of services for
websites and mobile apps. One of the key features of Cloudflare is the ability to customize
and configure settings to improve performance and security.

Follow the steps below to Navigate settings.

Navigate to the Home Page of CloudFlare(Follow these Steps).

Click on the Account Button.


https://kb.cloudpanzer.com/books/mobile-app/page/how-to-navigate-cloudflare-home
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2. Click on the Domain.
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3. Click on "Setting".
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Here, you can see the setting page.
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Caching Level

Looking for web app Instructions?

Available at https://kb.cloudpanzer.com/books/web-portal/page/how-to-navigate-on-

setting-in-cloudflare
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How to Navigate SSL/TLS on
a Dashboard ?

SSL/TLS (Secure Sockets Layer/Transport Layer Security) is a widely-used security protocol
that ensures the confidentiality and integrity of data transmitted over the internet. It is
essential for protecting sensitive information, such as login credentials and financial
transactions, from being intercepted by malicious actors.

Follow the steps Navigate SSL/TLS on a Dashboard.

Navigate to the Home Page of CloudFlare(Follow these Steps).

Click on the "Website" button.
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Click on the "SSL/TSL" button.
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Here, you can see SSL/TLS dashboard.
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Looking for web app Instructions?
Available at https://kb.cloudpanzer.com/books/web-portal/page/how-to-navigate-

ssltls-on-a-dashboard
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How to purge Cache?

The cache is a temporary storage location for frequently accessed data or files. When a user
visits a website, their browser stores certain information, such as images and stylesheets, in
the cache to improve the loading speed of the site on subsequent visits. Purging the cache
can cause a temporary decrease in the performance of your site, as the cache will need to be
rebuilt. However, this is typically a minor inconvenience, and the long-term benefits of
ensuring that users are seeing the most up-to-date version of your site outweigh this
temporary decrease in performance.

How to create Cloudflare Integration

Tutorial :

You can watch the Video or Continue reading the post.

https://www.youtube.com/embed/dW1D1iSszXg

Follow the steps below to purge Cache.

Navigate to the Setting (Use this link to view How to Navigate
).

Click on the "Purge Everything" button.
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Here, you can see cache purging successfully.

Looking for web app Instructions?

Available at https://kb.cloudpanzer.com/books/web-portal/page/how-to-purge-cache
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