How to Enable HSTS?

HTTP Strict Transport Security (HSTS) is a security mechanism that helps protect against
attacks such as man-in-the-middle attacks by enforcing the use of secure connections
(HTTPS) for a website or web portal. Enabling HSTS can help improve the security of your
website and enhance the privacy of your users.

How to create Cloudflare Integration

Tutorial :

You can watch the Video or Continue reading the post.

https://www.youtube.com/embed/UNpwQ70-CaQ

Follow the steps to Enable HSTS.

Navigate to the SSL/TLS of Cloudflare (Use this link to view

How to Navigate).

Click on the "Enable HSTS" button.


https://www.youtube.com/embed/UNpwQ70-CaQ
https://kb.cloudpanzer.com/books/mobile-app/page/how-to-create-cloudflare-integration-in-cloudpanzer
https://kb.cloudpanzer.com/books/mobile-app/page/how-to-create-server
https://kb.cloudpanzer.com/books/mobile-app/page/how-to-navigate-ssltls-on-a-dashboard
https://kb.cloudpanzer.com/books/mobile-app/page/how-to-navigate-ssltls-on-a-dashboard
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Gpportunistic Encryption allows browsers to
benafit from the improved porformance of HTTE
2 by letting them know that your site iz available
over an encrypied connection. Browsers will
continue to show "http” in the address bar, not
"hitps®

| @

HTTP Strict Transport Security (HSTS)
Enforce web security policy for vour websits,

Status: On
Inzlude subdomains: On

Preload; On /
Enable HSTS

Enforce web security policy for your
website.

Automatic HTTPS Rewrites halps fix mixed
contant by charging “hitp” te "https” for al
resourcas or links on your webs site that can be
servad with HTTRS.
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Click on the "understand" button and click on the "Next" button.


https://kb.cloudpanzer.com/uploads/images/gallery/2022-12/z9SwM7PpQrKCCPHW-image.png

Acknowledgament Configure
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enabled, and you don't have a valid 53l
certificata an your origin servear, your website wil
bocome inaccessible to visitors.

MNate: Disabling Cloudflare’'s HTTF can be dans in
saveral ways: Grey clouding a subdarmain in your DNS
recards, “Pausing” the Cloudflare service, ar having &
misconfigured custom 550 certificate through your
Cloudflare dashboard {e.g, invalid S50 certificates,
expired certificates, ar mismatched host names).

If you need ta disable HTTPS on your domain,you
must first disable H3TS in vour Cloudflars dashboard
and wait for the max-age to lapse to guarantos that
evary browser is aware of this changs before you can
disakle HITFS. The average max-ags is 5ix. months {you
can set the max-aga in the next step). If you remove
HTTPS before disabling HSTS your website will
become inaccessible to visitors for up to the max-
age or until you support HTTPS again. Because
dizabling HTTPE an an HSTS enabled wabsite can have
these consequences, we strongly suggest that you have
a committed HTTPS service in place before enabling
this feature.

More information about H3TS
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Click on the "Save" button.


https://kb.cloudpanzer.com/uploads/images/gallery/2022-12/6qGUZL9N0lFngUOL-image.png

Acknowledgarment Configura

Max Age Header Imax-age)
Specify the duration H3TS headers are cached in
browsers

salzot -

Apply H5TS policy to subdomains
(includeSubDomains)

Every dormain below this will inherit the sams
HETS headers

Cautlen: If any of yaur subdormaing do not support
HTTPS, they will becoms inaccsssible,

Prelocad
Permit browsers to preload HS1S
configuration automatically

Cautiomn: Preload can make a website without HTTPS
sUpport completaly inaccessibla.

Mo-5niff Header

Sand the "X-Content-Type-Options: nosniff”
hoader to pravent Internot Explorer and

Google Chrome from MIME-sniffing away

from the declarsd Content-Type. ‘
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Here, you can see HSTS is enabled successfully.

Looking for web app Instructions?

Available at https://kb.cloudpanzer.com/books/web-portal/page/how-to-enable-

hstspending


https://kb.cloudpanzer.com/uploads/images/gallery/2022-12/3qoWB5KD4XXfqxfO-image.png
https://kb.cloudpanzer.com/books/web-portal/page/how-to-enable-hsts
https://kb.cloudpanzer.com/books/web-portal/page/how-to-enable-hsts
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