Fall2Ban

e How to add Filters in Fail2Ban on CloudPanzer?
e How to add Jails in Fail2Ban on CloudPanzer?

e How to Manage Fail2ban on CloudPanzer Servers?



How to add Filters In
Faill2Ban on CloudPanzer?

In Fail2Ban, filters are essential components used to define patterns and rules that detect
malicious or suspicious behavior in log files. Filters enable Fail2Ban to identify specific events
or actions within log entries and subsequently take actions, such as banning IP addresses,
based on these patterns. Each service monitored by Fail2Ban typically has its own filter,
which specifies what to look for in the logs.

How to install a Server

Follow the steps below to add Filters in Fail2Ban.

1: Once you are logged in, look for a "Server" and click on it.
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Monitor and manage your servers performance and uptime from anywhere and

at any time.

2. Select the Fail2ban option.



https://kb.cloudpanzer.com/uploads/images/gallery/2024-09/uB2B9jLf52wEt6gp-image.png
https://kb.cloudpanzer.com/books/web-portal/page/how-to-create-a-server-on-cloudpanzer

SSH

(=)

(=)

(=)

(=)

Server Updates

Notes

Actions

S5H Keys

SSH Configuration

System S5H

Authorized SSH

ADVANCED

=
0

[

@

Command

Software

Daemons

File Watcher Limit

Fail2ban

Swap Space

3. Click on the Filters button.
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4. Click on the Add New button.
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5. Fill in the details and click on the Create button. Then click on the Create button.

Add Filter Import From Library

Name

apache-a-cptest93

Content

[Definition]
failregex = ~<HOST> *"GET Vblockme. *HTTP\A\d\.\d"

lgnoreregex =

Description

A filter contains regular expressions or patterns that describe the events or actions that indicate malicious
behavior. These patterns are used to match log entries.|

1
@ ¢

6. Here, a new filter has been created. You can also check events by clicking on the file icon.
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Looking for mobile App Instructions?
Available at: https://kb.cloudpanzer.com/books/mobile-app/page/how-to-create-

filter-in-fail2ban-through-the-cloudpanzer-website
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How to add Jails in Faill2Ban
on CloudPanzer?

In Fail2Ban, a "jail" is a configuration section that specifies the rules, filters, actions, and
settings for a particular service or application. Each jail is tailored to monitor a specific log
file, detect certain patterns, and apply actions (such as banning an IP address) when those

patterns are identified.

How to install a Server

Follow the steps below to add Jails in Fail2Ban.

1: Once you are logged in, look for a "Server" and click on it.
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Manitor and manage your servers performance and uptime from anywhere and

at any time.

2. Select the Fail2ban option.
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3. Click on the Jails button.
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5. Fill in the details and click on the Create button.

Add Jail

Name

i apache-e-cptest94

Select Filter

[ apache-a-cptest93 - ]

Log Path @i From Existing

[ Jvar/log/apache2/error.log

IP address ban period (seconds) The maximum number of failed login attempts

[50 [5

Trusted Ips

|

Description

{ The action can involve dynamically adding the offending IP address to a firewall rule, effectively blocking any ‘ \

6. Here, a new jail has been created. You can also check events by clicking on the file icon.
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7. Here, a list of events has been displayed. You can check logs by clicking on the file icon.

Events WIS
Server Event User When ‘ticns
cplest93 Setup Build successfully John Doe Mon , Aug 14, 2023 - 4:07 pm a

Fail2ban /etc/fail2ban
[filter.d/apache-
a-cptest93.conf enabled
successfull

Fail2ban creating
Jetc/fail2ban/filter.d
/apache-a-cptest93.conf
file

Fail2ban /etc/fail2ban
[filter.d/nginx-
a-cptest93.conf enabled
successfull

cplest93 John Doe Mon , Aug 14, 2023 - 4:07 pm

cpTestd3 John Doe Mon , Aug 14, 2023 - 4:07 pm

cpTestd3 John Doe Mon , Aug 14, 2023 - 3:19 pm

cplest93 Setup Build successfully John Doe Mon , Aug 14, 2023 - 3:19 pm E

Fail2ban creating
[etc/fail2ban/filter.d
/nginx-a-cptest93.conf
file

cplest93 John Doe Mon, Aug 14, 2023 - 3:18 pm

cpTest93 Setup Build successiully John Doe Mon , Aug 14, 2023 - 12:23 pm B

Fail2ban Jetc/fail2ban
[filter.d/apache-
a-cptest93.conf enabled
successfull

Fail2ban creating

cpTest93 John Doe Mon, Aug 14, 2023 - 12:23 pm

8. Here, the event logs have been displayed. You can download it by clicking on the download
button.
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Looking for Web Instructions?

Available at https://kb.cloudpanzer.com/books/mobile-app/page/how-to-server-info-

server-username
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How to Manage Fail2ban on
CloudPanzer Servers?

Adding Fail2ban jails to your server helps enhance security by automatically blocking
malicious IP addresses attempting to access your system. Fail2ban monitors logs and
enforces bans or restrictions based on predefined rules called jails.

How to install a Server

Tutorial :

You can watch the Video or Continue reading the post.

https://www.youtube.com/embed/3pzl-vMFSMA

Follow the steps below to add Fail2ban Jails to the server.

1: Once you are logged in, look for a "Server" and click on it.
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Monitor and manage your servers performance and uptime from anywhere and
at any time.
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2. Select the Fail2ban option.
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3. Select a Dashboard tab and click on the Status button.
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4. A dialog box will open and click on the Yes button to check the Status.

Check Status Fail2ban

Are you sure you want to Check Status FailZban?

Cancel Status

Here, you can see the Status checked successfully.
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5. Click on the Test button to test a Fail2Ban.

Test Fail2ban

Are you sure you want to Test FailZban?

Cancel Test

Here, you can see the server tested successfully.
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6. Click on the Restart button.
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7. A dialog will open, then click on the Restart button.

Restart Fail2ban

Are you sure you want to Restart Failzban?

Cancel Resta

8. Here, you can see Fail2Ban restarted successfully.
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10. A dialog will open and click on the stop button.
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Stop Fail2ban

Are you sure you want to Stop Fail2ban?

Cancel Stop

Here, you can see that Fail2Ban stopped successfully.
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11. Click on the Start button.
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12. A dialog box will open, then click on the start button.

Start Fail2ban

Are you sure you want to Start FailZban?

Cancel Start

13 . Here, you can see Fail2Ban Started Successfully.
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Looking for mobile app Instructions?

Available at: https://kb.cloudpanzer.com/books/mobile-app/page/how-to-manage-

Latest Content

the-fail2ban-configuration-of-cloudpanzer-through-the-mobile-application
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