How to configure Fail2ban
Software through the
cloudpanzer website?

Fail2ban is a popular open-source intrusion prevention software that helps protect your
server by monitoring log files and blocking IP addresses that show signs of malicious activity.

Follow the steps below to configure Fail2ban Software.

1: Once logged in, look for a "Server" and click on it.
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2. Select the Software Option.
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3. Select Test Option.
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MySQL

( tnstau )

Apache  Rumning

[ uninstat ] ( Test | [Rsslarlj

Supervisor

[ Instau |

Fall2ban  Running

( uninstant ]  Test ) (Restarl)

Logrotate

[ Instaut |

Services Packages

PostgreSQL (v10.11) | Rumning

|' Unlnstall | | Test |[ Restart ][ Stap ]

MySQL (v10.11) | Stopped

[ uninstalt | | Test || start |

Apache (v10.11) = Running

|. UnInstall | | Test |[ Restart ][ Stop ]

Supervisor (v41.0)  Ruaning

| UnlInstall | | Test |[ Restart ][ Stop ]

Fall2ban (v10.12)f Running

| UnlInstall | | Test |[ Restart ][ Stop ]

NgInX (v122.1) | Stopped

(untnstan ) (“Test ) start )

Redis v5.0.7)  Running

( untnstatt ] Test )

Memcached

| Instau |

OpenliteSpeed
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MariaDB (v11.0;  Running

|' UnInstall

| | Test |[ Restart ][ Stop ]

Nginx (v1.22.1) | Stopped

| untnstaut | | Test || start |

Redls (v5.0.7) | Running

|. UnInstall

| | Test |[ Restart ][ Stop ]

Memcached (v1.5.22) | Uninstalled

| Install |

4. Open a dialog and click the "Text" button to test the Fail2ban software.
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Test Fail2ban

Are you sure you want to Test Fail2Zban?

Here, you can see the Fail2ban Test successfully.
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5. Select the Start option.
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Services Packages

PostgreSQL (v10.11)  Running

[ UnInstall ] [ Test ][ Restart ][ Stop ]

MySQL (v10.11) | Stopped

(Contnstan ) (omt ) (50 )

Apache (v10.11) = Running

[ UnInstall ] [ Test ][ Restart ][ Stop ]

Supervisor (v4.1.0)  Running

[ UnInstall ] [ Test ][ Restart ][ Stop ]

-~

Fatl2ban (v10.11) = Running

[ UnInstall ] [ Test ][ Restart ][ Stop ]

Cancel

Test

MariaDB (v11.0)  Running

[ UnInstall ] [ Test ][ Restart ][ Stop ]

Nginx (v1.22.1) | Stopped

(ontsian ) (Femt ) (50t )

Redis (v5.0.7) = Running

[ UnlInstall ] [ Test ][ Restart ][ Stop ]

Memcached (v1 522) | Uninstalled
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6. Open a Dialog and Click on the Start Button to start Fail2ban software.

Start Fail2ban

Are you sure you want to Start Fail2Zban?

Cancel Start

Here, you can see that Fail2ban started successfully.
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7. Select the Stop option.
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Services Packages

PostgreSQL (v10.11) | Running

| UnlInstall ‘ | Test |[ Restart ][ Stop }

MySQL (v10.11) | Stopped

[ uninstait | [ Test || start |

Apache (v10.11) | Running

| UnlInstall ‘ | Test |[ Restart ][ Stop }

Supervisor (v4.1.0)  Rusning

| UnInstall \ | Test |[ Restart ][ Stop }

Fall2ban (v10.11) = Running

| Unlnstall ‘ | Test |[ Restart ][ Stop }

Services Packages

PostgreSQL (v10.11)  Running

|. UnlInstall | | Test |[ Restart ][ Stop ]

MySQL (v10.11) | Stopped

| UnInstall | | Test | | Start |

Apache (v10.11) Running

| UnInstall | | Test |[ Restart ][ Stop ]

Supervisor (v4.1.0)  Running

| UnlInstall | | Test |[ Restart ][ Stop ]

Fall2ban (v10.11) = Running

| UnlInstall | | Test |[ Restart ][ Stop ]

MariaDB (v11.0) = Running

|. UnInstall | | Test |

Nginx (v1.22.1) | Stopped

[ untnstau | [ Test || start |

Redis (v5.0.7)  Running

| UnInstall | | Test |

Memcached (v1.5.22) | Uninstalled

| Install |

MarlaDB (v11.0) = Running

|. UnInstall

| | Test |[ Restart ][ Stop ]

NginX (v1.221) | Stopped

| UnInstall

|| Test || Start |

Redis v5.07) Running

| Unlnstall

| | Test |[ Restart ][ Stop ]

Memcached (v1.5.22) Uninstalled

| Install |

8. Open a Dialog and Click on the Stop Button to Stop Fail2ban software.
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9. Select the Restart Option.

Stop Fail2ban

Are you sure you want to Stop Fail2ban?

Here, You can see Fail2ban Stopped successfully.

Services Packages

PostgreSQL (v10.11)  Runing

[ UnInstall ] [ Test ][ Restart ][ Stop ]

MySQL (v10.17) | Stopped

(Comtmstan ) (oot ) (Govan )

Apache (v10.11) = Running

[ UnInstall ] [ Test ][ Restart ][ Stop ]

Supervisor (v1.1.0)

Running

[ UnInstall ] [ Test ][ Restart ][ Stop ]
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Cancel
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MarlaDB (v11.0) = Running

[ UnInstall ] [ Test ][ Restart ][ Stop ]

NgInX (v1.22.1) | Stopped

(ommstan ) (ot ) (5wan )

Redis (v5.0.7) = Running

[ UnInstall ] [ Test ][ Restart ][ Stop ]

Memcached (v1.5.22) | Uninstalled
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10. Open a dialog and click the restart button to restart the Fail2ban software.

Restart Fail2ban

Are you sure you want to Restart Fail2ban?

Cancel Restart

Here, you can see that Fail2ban restarted successfully.
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11. Click on the Event Button.
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12. Click On the Eye icon.

Services Packages

PostgreSQL (v10.11)  Running ) MariaDB (v11.0)  Running )
|' UnInstall | | Test \[ Restart ][ Stop ] | Unlnstall | | Test |[ Restart ][ Stop ]

MySQL (v10.11) | Stopped a Nginx (v1.22.1) | Stopped a
| UnInstall | | Test H Start | | UnInstall | | Test || Start |

Apache (v10.11) = Running =) Redls (v5.0.7) = Running =)
| Unlnstall | | Test ‘[ Restart ][ Stop ] | UnInstall | | Test |[ Restart ][ Stop ]
Supervisor (v1.1.0)  Running = Memcached (v1.5.22) | Uninstalled =)
| UnInstall | | Test \[ Restart ][ Stop ] | Install |

Fail2ban (v10.11) = Running a

| UnInstall | | Test \[ Restart ][ Stop ]

MySQL Nginx (v1.22.1) | Stopped E

( tnstau ) (Cuntnstan ) ((Test ) ( start )

Apache  Running E Redis (v5.0.7) | Running =]

((untnstant | [ Test | (Reslarlj [ untnstatt | [ Test ]

Supervisor Memcached
|. Install .| |_. Install ._\
Fall2ban  Running OpenlLiteSpeed

[ untnstant | ( Test | (Restarl) [ nstau |

Logrotate

[ instaw |
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Actions

Fail2ban Test version Firefox Fri, Sep 13, 2024 - 4:09:59 pm

Fail2ban Test version Firefox Fri, Sep 13, 2024 - 4:09:45 pm

Fail2ban Status version Firefox Thu , Sep 12, 2024 - 2:01:52 pm

Rows per page: 50

13. Click on the File icon.

Events

& Fall2ban in Running state
Fri, Sep 13, 2024 - 4:10:04 pm

& Fall2ban Testing
Fri, Sep 13, 2024 - 4:10:00 pm

Here, you can see Event data.
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